
Looking for an unobtrusive security solution that combined high levels of protection 

with easy deployment, the MND Association turned to ESET for help. With proven 

protection ESET Endpoint Security was the perfect choice for their organisation.
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CUSTOMER
The Motor Neurone Disease (MND) Association is a charity 
focused on working towards the vision of a world free from 
MND. MND is a rapidly progressive fatal disease with no 
cure, leaving people locked in a failing body.  Up to 5,000 
people are living with MND in the UK at anyone given time 
and half die within 14 months of diagnosis. The Association 
was founded in 1979 by volunteers with experience of living 
with or caring for, someone with MND. The MND Association 
is committed to providing care and support, funding and 
promoting research and campaigning and raising awareness, 
to support those affected by the devastating disease.

The Association works with people affected by MND, their 
families and everyone who cares for them; members, 
volunteers, staff, health and social care professionals and 
research experts: as well as those who have lost loved ones 
to the disease. They continuously strive to take advantage 
of the opportunities provided by new technologies and have 
an increasing reliance on technology to deliver front line 
services.  An analogy sometimes referred to as: “IT services 

CHALLENGE
The MND Association chose to review their existing security 
solution near the time of renewal. They aim to review all 
contracts before expiry to ensure they still deliver the best 
value for money and requirements are being met. Having 
previously used Sophos as their anti-virus provider, which 
served them well for a number of years, they started to 
receive complaints from users due to the increasing length of 
time taken to run anti-virus scans, and the inconvenience of 
devices slowing down during these scans. These reasons led 
them to test alternative suppliers to see if these issues could 
be overcome.  
 
The solution required by the Association needed to be less 
resource intensive, and could run in the background on client 
machines without compromising the speed or performance 
of the device. They hoped to find a vendor who could offer 
them a simpler, more cost effective licensing model, which 
would allow users to have multiple client devices protected. 
They were also looking for an intuitive management console, 
which enables the software to be easily deployed and 

SOLUTION 
Several members of the Association IT team had experience 
using ESET antivirus software in previous roles and thought 
of it positively.  When their antivirus solution came up for 
review, they were quick to recommend ESET based on 
their experiences.  ESET provided the high levels of reliable 
protection required, whilst being a cost-effective solution. 
ESET Endpoint Security delivers unparalleled protection 
against viruses, spyware and other types of malware. 
Renowned for its low use of system resources, ESET Endpoint 
Security provides state of the art protection without 
increasing IT management overheads.  
 
Simon Cooper, Head of ICT at the MND Association, said: “We 
chose ESET because it was competitively priced and had a 
simple licensing model based on the number of end users. The 
solution was also attractive because it requires less resource 
to run on client machines, is less intrusive for end users, and is 
relatively intuitive to set up and configure centrally. The ability 
to trial the software enabled us to ensure it could meet our 
needs before making a commitment, and helped to minimise 
disruption as we switched to the new solution.”
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ESET Endpoint Security delivers 
comprehensive IT security for your 
business via multiple layers of protection, 
including our field-proven ESET NOD32® 
detection technology, complete data access 
protection and fully adjustable scanning 
and update options. 

Keep your system running at its best thanks 
to low system demands, virtualization 
support and optional cloud-powered 
scanning. 

And oversee it all effortlessly with our 
completely redesigned, user-friendly  
remote administrator tool.

ESET Endpoint Security

Antivirus and Antispyware Eliminates all types of threats, including viruses, rootkits, worms and spyware
 
Optional cloud-powered scanning:
Whitelisting of safe files based on file reputation database in the cloud for better detection and faster 
scanning.
Only information about executable and archive files is sent to the cloud – such data are not personally 
attributable.

Virtualization Support ESET Shared Local Cache stores metadata about already scanned files within the virtual environment so 
identical files are not scanned again, resulting in boosted scan speed.
ESET module updates and virus signatures database are stored outside of the default location, so these 
don’t have to be downloaded every time a virtual machine is reverted to default snapshot. 

Host-Based Intrusion 
Prevention System (HIPS)

Enables you to define rules for system registry, processes, applications and files.
Provides anti-tamper protection and detects threats based on system behavior.

Exploit Blocker Strengthens security of applications such as web browsers, PDF readers, email clients or MS office compo-
nents, which are commonly exploited.
Monitors process behaviors and looks for suspicious activities  typical of exploits. 
Strengthens protection against targeted attacks and previously unknown exploits, i.e. zero-day attacks.

Advanced Memory 
Scanner

Monitors the behavior of malicious processes and scans them once they decloak in the memory. This 
allows for effective infection prevention, even from heavily obfuscated malware.

Client Antispam Effectively filters out spam and scans all incoming emails for malware.
Native support for Microsoft Outlook (POP3, IMAP, MAPI).

Web Control Limits website access by category, e.g. gaming, social networking, shopping and others.
Enables you to create rules for user groups to comply with your company policies.
Soft blocking – notifies the end user that the website is blocked giving him an option to access the websi-
te, with activity logged.

Anti-Phishing Protects end users from attempts by fake websites to acquire sensitive information such as usernames, 
passwords or banking and credit card details.

Two-Way Firewall Prevents unauthorized access to your company network.
Provides anti-hacker protection and data exposure prevention.
Lets you define trusted networks, making all other connections, such as to public Wi-Fi, in ‘strict’ mode by 
default. 
Troubleshooting wizard guides you through a set of questions, identifying problematic rules, or allowing 
you to create new ones.

Botnet Protection Protects against infiltration by botnet malware – preventing spam and network attacks launched from 
the endpoint.

Device Control Blocks unauthorized devices (CDs/DVDs and USBs) from your system.
Enables you to create rules for user groups to comply with your company policies.
Soft blocking – notifies the end user that his device is blocked and gives him the option to access the devi-
ce, with activity logged.


