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Security books – 21 people name their favourites 

[The introduction to this article previously appeared on the ITSecurity UK site.  

Heimdal Security asked me and 20 other people to recommend their favourite security books. 

I’m always happy to give Heimdal the benefit of my prejudices: I like the way they draw on a range of opinions from various 
interested and interesting parties from all over the security landscape. Thinking about it, though, I was not sure on this 
occasion that I was a particularly suitable person to ask about security books – at any rate, not up-to-date, state-of-the-art 
books on current issues. Unless I’m reviewing or editing, I tend to draw my technical reading from more immediate sources 
such as blogs and papers. In fact, I recently declined to take on a book project focused on malware analysis, chiefly because 
I’m not really qualified to do so (I haven’t disassembled malware myself in years) but also because technical assumptions 
and information can become drastically outdated in the long run-up to publication, and I haven’t the energy to keep 
updating a long technical work at my age. 

Oddly enough, I tend to find that the books I find most useful now are of historical or generalist interest, rather than (nearly) 
up-to-date tech information. Perhaps that’s a reflection of how far my own writing (as opposed to editing) has moved away 
from specialist analysis and coding, or the fact that my own academic background is as much in social sciences and 
psychology as it is in computer science. In any case, I figured brief notes on the contents of my own little reference library 
and why I still use them might be of use or interest to people not necessarily looking for hard technology, so you can find my 
own thoughts at the end of a lengthy article put together by Paul Cucu: The best cyber security books out there, chosen by 
over 20 experts – Here’s what the cybersecurity pros read. 

Just don’t ask me when I last read a security book from start to end… (It was probably the last time I did a book review.) At 
least I resisted the temptation to list more than one of mine. 

Anyway, here is that list [slightly edited for Tech Radar] David Harley.] 

Since ‘true’ computer viruses occupy only a tiny corner of the current malware threatscape, it may seem strange to refer 
back to a groundbreaking book on viruses from 1990, but I really have to mention Dr. Frederick B. Cohen’s book ‘A Short 
Course on Computer Viruses’. Not just because Cohen literally ‘wrote the book’ on viruses and is therefore a significant 
historical figure. Not just because of what it tells us about the threat as it was seen at that time, though as a fairly abstract 
overview it does have interest. (If you want exhaustive discussion of specific historical malware, I have a few suggestions 
below.) But because if you absorb his analyses of technical defenses, you will be in a position to make certain vendors 
uncomfortable by asking questions about their magic and never-ever-thought-of-before technologies.  

Wearing my security manager’s hat (well, I would be, but I haven’t occupied that particular vocational niche for many years, 
so I don’t have one), I also found Cohen’s ‘Protection and Security on the Information Superhighway’ a useful resource 
(especially as a source of useful citations), if less groundbreaking.  

I have both those books as hard copy (‘A Short Course’ being the 2nd edition), but there are free online versions of both at 
Cohen’s own site at https://all.net/books/index.html, which also includes copies of his substantial book on ‘Digital Forensic 
Evidence Examination’ and his 1985 Doctoral Dissertation on  Computer Viruses’.  

There are, of course, many books intended for the edification of security managers, not all of which are terribly good. It 
might be a bit naughty to mention a book of which I was lead author and technical editor, but I really do think that the 
‘AVIEN Malware Defense Guide for the Enterprise’ (Syngress), though it too suffers from obsolescent technical assumptions, 
is still worth a look in that it offers a (probably unique) selection of chapters contributed by enterprise security 
professionals, security vendors, and researchers. ESET North America CEO Andrew Lee also contributed in many ways to 
that particular book. 

http://itsecurity.co.uk/2017/06/4793/
http://itsecurity.co.uk/2017/06/4793/
https://heimdalsecurity.com/blog/best-cyber-security-books/
https://heimdalsecurity.com/blog/best-cyber-security-books/
https://www.amazon.com/AVIEN-Malware-Defense-Guide-Enterprise/dp/1597491640/ref=sr_1_1?s=books&ie=UTF8&qid=1496134616&sr=1-1&keywords=AVIEN+Malware+Defense+Guide+for+the+Enterprise
https://www.welivesecurity.com/?s=machine+learning+cybersecurity&fwp_post_date=2017-04-11%252C2017-06-23&fwp_author=94
https://all.net/books/index.html


  

 

Long before I ever met Stephen Cobb, now a colleague at ESET, one of my go-to resources for management-oriented 
information was his book ‘The NCSA Guide to PC and LAN Security’ (McGraw-Hill). That book was actually based on an 
earlier book, ‘Cobb’s Guide to PC and LAN Security’ which is available for download from Stephen’s blog at 
https://scobbs.blogspot.co.uk/, and as he says himself, ‘A lot of what I wrote about privacy principles is still relevant.’  

I don’t claim to have more than the basic knowledge of cryptology, but if I needed to dig a little bit deeper, my first port of 
call would still be Bruce Schneier’s ‘Applied Cryptography: Protocols, Algorithms and Source Code in C’ (Wiley), even though 
the 2nd edition goes back to 1996. However, ‘Cryptography Engineering: Design Principles and Practical Applications’ 
(Wiley: by Niels Ferguson, Schneier, and Tadayoshi Kohno) and is much more recent, though I’m afraid I haven’t got around 
to reading it yet. For a more historical, less technical consideration, Simon Singh’s ‘The Code Book’ (Doubleday) is a pleasant 
enough read.  

And since I mentioned historical malware, I should mention ‘The Art of Computer Virus Research and Defense’ (Addison-
Wesley), by the much-missed researcher Peter Szor. It came out in 2005, so it’s not, of course, up to date, but it contains a 
great deal of information about early malware and detection technology. There are, in fact, a few books that cover the 
history of viruses and anti-virus technology accurately and in detail, but they’re not generally available now. For instance, 
Robert Slade’s Guide to Computer Viruses. (And I won’t mention the book Rob and I wrote together a little later. But it was 
called Viruses Revealed. )  

And no, although I’ve contributed chapters to several books published by Wiley, I don’t have shares in the company, despite 
its heavy representation in this list. And I won't make any money out of it if you buy any of them. 

 
 
  

https://scobbs.blogspot.co.uk/


  

 

ESET Corporate News 

ESET discovers dangerous malware designed to disrupt industrial control systems 

ESET researchers have been analyzing samples of dangerous malware (detected by ESET as Win32/Industroyer, and named 
“Industroyer”) capable of performing an attack on power supply infrastructure. The malware was likely involved in the 
December 2016 cyberattack on Ukraine’s power grid that deprived part of its capital, Kiev, of power for over an hour. 

“The recent attack on the Ukrainian power grid should serve as a wake-up call for all those responsible for the security of 
critical systems around the world,” warns ESET Senior Malware Researcher Anton Cherepanov. 

ESET researchers discovered that Industroyer is capable of directly controlling electricity substation switches and circuit 
breakers. It uses industrial communication protocols used worldwide in power supply infrastructure, transportation control 
systems, and other critical infrastructure. The potential impact may range from simply turning off power distribution, thus 
triggering a cascade of failures, to more serious damage to equipment. 

“Industroyer’s ability to persist in the system and to directly interfere with the operation of industrial hardware makes it 
the most dangerous malware threat to industrial control systems since the infamous Stuxnet, which successfully attacked 
Iran’s nuclear program and was discovered in 2010,” concludes Cherepanov. 
Additional technical details on the malware and analysis can be found in an article and in a comprehensive white paper 
on ESET’s blog, WeLiveSecurity.com. 

ESET joins forces with Tennis Canada to create inaugural Tech and Tennis Day at Rogers Cup 
presented by National Bank 

ESET, a global leader in cybersecurity, is proud to be taking centre court this summer thanks to a new agreement to serve as 
the official software security partner of Canada’s top tennis tournament, Rogers Cup presented by National Bank, taking 
place August 5-13, 2017 at Aviva Centre in Toronto and August 4-13, 2017 at Uniprix Stadium in Montreal.  
 
What’s more, as part of ESET’s commitment to continuous IT security innovation, the company has joined forces with 
Tennis Canada to create the inaugural Tech and Tennis Day presented by ESET, which will see some of the most influential 
names in sports, media and technology come together to discuss the ever-changing role of technology in business and 
society.  
 
Taking place at Aviva Centre in Toronto on August 10, the Tech and Tennis Day will feature a morning of tech talks and 
panel discussions, followeded by an afternoon of watching some of the best women’s tennis players in the world at the 
Rogers Cup tournament. 
 
“ESET is built upon a culture of continual IT innovation that’s fostered through the sharing of great ideas,” said Country 
Manager at ESET Canada, Iva Peric-Lightfoot. “This is one of the many reasons we’re so excited about partnering with 
Tennis Canada for Tech and Tennis Day presented by ESET. This is a truly unique event that will bring together great minds 
around important discussions about our relationship with technology, analytics, and women in STEM fields today.”  
 
For more details on purchasing passes to the Tech and Tennis Day presented by ESET, please visit:  rogerscup.com/rogers-
cup-tech-day. 

 

  

https://www.eset.com/us/?cmp=int-esetint-B2B2016-GenIT-textlink-ESETinPR
https://www.welivesecurity.com/2017/06/12/industroyer-biggest-threat-industrial-control-systems-since-stuxnet/
https://www.welivesecurity.com/
https://www.eset.com/ca/
http://rogerscup.com/rogers-cup-tech-day
http://rogerscup.com/rogers-cup-tech-day


  

 

The Top Ten Threats 

1. JS/Adware.AztecMedia 

Previous Ranking: 2 
Percentage Detected: 12.09 % 

JS/Adware.AztecMedia is adware - an application designed for the delivery of unsolicited advertisements. The program 
code of the malware is usually embedded in HTML pages. 

 
 

2. JS/Chromex.Submelius  

Previous Ranking: 1 
Percentage Detected: 9.05 % 

JS/Chromex.Submelius is a trojan that redirects the browser to a specific URL location with malicious software. The program 
code of the malware is often embedded in HTML pages. 

 

 

3. JS/Adware.Imali  

Previous Ranking: N/A 
Percentage Detected: 6.17 % 

JS/Adware.Imali is adware - an application designed for delivery of unsolicited advertisements. The program code of the 
malware is usually embedded in HTML pages. 

 

4. JS/ProxyChanger   

Previous Ranking: N/A 
Percentage Detected: 4.92% 

JS/ProxyChanger is a trojan that prevents access to certain web sites and reroutes traffic to certain IP addresses. The trojan 
may redirect the user to the attacker's web sites. 

 
5. LNK/Agent.DV 

Previous Ranking: 9 
Percentage Detected: 2.66 % 

LNK/Agent.DA is a detection name for a *.lnk file that executes other malware and is created with the special name 
"%drive_name% (%drive_size%GB).lnk" on removable drives, convincing users that it's a link to drive content. 
 



  

 

6. JS/Danger.ScriptAttachment   

Previous Ranking: 4 
Percentage Detected: 2.57% 

JS/Danger.ScriptAttachment is a generic detection of suspicious e-mail attachments. 

7. HTML/FakeAlert  

Previous Ranking: N/A 
Percentage Detected: 2.34 % 
 

HTML/FakeAlert is a generic detection name for an HTML page showing a made-up, fake alert message, usually about a 

fictional virus infection or some other problem which is supposed to harm the computer or the computer user's data. The 

user is usually urged to contact fake technical support hotlines or to download and execute a fake security solution from 

the Internet to prevent "damage". This kind of page is usually used as a starting point for ‘Support Scams’. 

8. JS/Adware.Serhoxs  

Previous Ranking: N/A 
Percentage Detected: 2.26 % 

JS/Adware.Serhoxs is adware - an application designed for the delivery of unsolicited advertisements. The program code of 
the malware is usually embedded in HTML pages.  

 
 
9. Win32/Adware.ELEX    

Previous Ranking: 5 
Percentage Detected: 1.5 % 

Win32/Adware.ELEX is an application designed for the delivery of unsolicited advertisements to an affected computer. 

Usually, it alters the behavior (settings) of an Internet browser (for example adware sets its own “homepage” and setting 

back this value to its original value is no easy task - the adware or a component of the adware is protecting this setting). 

Then the adware displays small windows with advertisements within the browser. 

10. Win32/Bundpil  

Previous Ranking: 8 
Percentage Detected: 1.37%  

Win32/Bundpil is a worm that spreads via removable media. The worm contains a URL from which it tries to download 

several files. The files are then executed and HTTP is used for communication with the command and control server (C&C) 



  

 

to receive new commands. The worm may delete files with the following filename extensions: .exe, .vbs, .pif, .cmd and 

backup 

Top Ten Threats at a Glance (graph) 

 
Analysis of ESET LiveGrid®, a sophisticated malware reporting and tracking system, shows that the highest number of detections this 

month, with 12.09% of the total, was scored by JS/Adware.AztecMedia.  

 

 

  



  

 

About ESET 

For 30 years, ESET® has been developing industry-leading IT 

security software and services for businesses and consumers 

worldwide. With solutions ranging from endpoint and mobile 

security, to encryption and two-factor authentication, ESET’s 

high-performing, easy-to-use products give consumers and 

businesses the peace of mind to enjoy the full potential of their 

technology. ESET unobtrusively protects and monitors 24/7, 

updating defenses in real-time to keep users safe and 

businesses running without interruption. Evolving threats 

require an evolving IT security company. Backed by R&D 

centers worldwide, ESET becomes the first IT security company 

to earn 100 Virus Bulletin VB100 awards, identifying every 

single “in-the-wild” malware without interruption since 2003. 

For more information visit www.eset.com or follow us 

on LinkedIn, Facebook and Twitter. 

More information is available via About ESET and Press Center. 

 

 

 

 

 

 

 

 

Additional Resources 

Keeping your knowledge up to date is as important as keeping 

your AV updated. For these and other suggested resources, 

please visit: 

 VirusRadar 

 ESET White Papers 

 ESET Conference Papers 

 WeLiveSecurity 

 ESET Podcasts 

 ESET Videos 

 Case Studies 

https://www.eset.com/int/business/it-security-services/threat-intelligence/
https://www.eset.com/int/about/newsroom/awards/eset-first-to-break-magical-100-vb100-awards-threshold/
http://www.eset.com/about
https://www.linkedin.com/company/28967?trk=tyah&trkInfo=tarId%3A1402921556545%2Ctas%3AESET%2Cidx%3A2-1-4
https://www.facebook.com/eset?ref=br_tf
https://twitter.com/ESET
http://www.eset.com/int/about/profile/25-years-of-nod32-technology/
http://virusradar.com/en
http://www.welivesecurity.com/papers/white-papers/
http://www.welivesecurity.com/papers/conference-papers/
http://www.welivesecurity.com/
http://www.welivesecurity.com/
http://www.welivesecurity.com/media/podcasts
http://www.welivesecurity.com/media/videos
http://www.eset.com/us/resources/type/case-studies

